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Abstract- Security enhanced communication has gained muclorsapce nowadays. More importance is
given to reversible data hiding (RDH) in encryptethges, because its lossless recovery nature @&fdmage
after extraction of secret dafBhe cover image is retrieved in a separable mainosr the marked image. In the
content owner side cover image is encrypted by 88istic map-chaotic based permutation- substitution
algorithm using a security key defined by useiisltused instead of 1D logistic map algorithm totect 2D
nature of images.2D logistic map has higher coniplechaotic behavior compared to 1D logistic mapdeit
enhances security. Instead of directly embedding oldo encrypted image we encrypt the data usi&g Aor
providing double layer security. The data hider cgals AES encrypted data into the encrypted image b
shifting its histogram, by utilizing another usegfided data hiding key. Various security analyses aso
carried out in this paper to ensure security. Ameagous RDH algorithms we use histogram shifting data
embedding since it offers high capacity. Hence, gheposed method is a reliable and secure techrfigue
reversible data hiding.

Index Terms- AES, Data Hiding, Histogram Shifting, Logistic MdReversible Data Hiding, Security Analysis

1. INTRODUCTION instead of 1D logistic map.2D logistic map has kigh
With the advancement in technology scope of secug®@mplex chaotic behavior than 1D logistic map hence
communication has gained importance. Security df enhances security. Instead of directly embedding
image and data plays vital role in the field ofdata into encrypted image we encrypt the data using
communication. Image and data can be copied ES for providing double layer security. The data
media or transferred within seconds to any pathef hider hides AES encrypted data into the encrypted
world. This technology can be used by terrorists dmage by shifting its histogram, which uses another
unauthorized users to hack the secret files arndber defined data hiding key. Out of various RDH
confidential information. Unexpected exposure oflgorithms we use histogram shifting for data
confidential data or images of military, government embedding since it offers high capacity [6]. Hertbe,
any other organizations may lead to tremendouyyoposed method is a viable and secure technique fo
impacts. It may shatter the whole security system.  reversible data hiding.

In data hiding lossless recovery of cover imageat
ensured rather emphasis is on lossless recovery .of
secret data. Reversible data hiding is a technigue 2" PROPOSED METHOD

which the original cover image can be retrievedhe flow of this work is shown in the Fig-1. In the
without any loss after the secret messages acentent owner side cover image is encrypted by sean
extracted .1t is widely used in the field of medjca of user-defined security key derived-2D logisticpna
military, law and government, where distortion ofchaotic based transposition algorithm instead of 1D
original cover is not allowed. Researchers haviegistic map. It has more complex chaotic behavilors
proposed various types of reversible data hidingomparison with 1D Logistic map. We utilize this
techniques. more complicated logistic map to generate pseudo
The main aim of this work is to enhance the seguritrandom sequences where we propose a key schedule
of reversible data hiding for secure communication. algorithm to translate a binary encryption keyrtiial
provides the property of lossless recovery afterete values and parameters used in the 2D logistic rbhp [
data is extracted while protecting the cover image'We use an image encryption algorithm developed
confidentiality [3] Cover image is retrieved separatelyusing these pseudo-random sequences under the
from marked image. In the content owner side covdramework of the permutation- substitution network,
image is encrypted by using 2D logistic map-chaotiwhich is found to be very useful to maintain both
based permutation- substitution algorithm[1].luged confusion and diffusion properties in stream cigher
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and block ciphers. Instead of directly embeddintadathus attains the diffusion properties. The plaihtex
into encrypted image we encrypt the data using AEfghage P becomes completely unintelligible after-two
for providing double layer security. The data hiderounds of diffusion. The 2D transposition changes
embeds AES encrypted data into the encrypted imagéxels values with respect to the reference image |
by shifting its histogram, which makes use of aeot which is dependent on the logistic sequence gestbrat
user defined data hiding key .Among various RDHrom the previous stage.

algorithms proposed by researchers we use histogram

shifting for data embedding since it offers high [Eeewe: =
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capacity and constant PSNR over other methods|[6]. T T T
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2.1. Image Encryption Using 2D L ogistic M ap AES Transformations:
e Sub Bytes
It is composed of three stages 2D Logistic : hsﬂ?;ﬂcz?&/v;ns
Permutation, 2D Logistic Diffusion and 2D Logistic e AddRoundKey

Transposition where each stage itself is considasd
image cipher and they together constitute the
permutation-substitution networEncryption key E is . e
a 256-bit string. It has five parts,nm, a, Z, and X... 2.3 Histogram Shifting:
Xsg, Where (rg, ng) and a are the initial value and the
parameter in the 2D logistic map. For coefficieXts
Xy ...; X4, each of which is composed of 6-bit string
{co; ¢1; cs}, we translate these 6-bit strings to integer%
and obtain the required coefficients. X and Z dre t
parameters of the linear congruential generator [1]

Previous HS algorithms utilized the zero point lod t
histogram of a cover image and then slightly ater
ixel grayscale values to create space for seatattd

e embedded. It has low execution time and low
computational complexityit offers less capacity [5].

. : Step |.The zero point and the maximum point of
In 2D permutation stage it performs both rOWhistogram is found. The zero point refers to the

Fheermlljai?r:ltg?(t ?::; ZOISn;rrleptir::]u\t/sgl(l)ghzf?lz dpzﬁlﬂs t;}'&rayscale value in which there are no pixels in the
P 9 iven image. The maximum point corresponds to the

s;?frglijct)itzdsllr]ﬁtg]ﬁhésn rgaigem;gf?r?gr;;ﬁ?elii i:;az rayscale value in which there is the maximum
9 9 P Ynumber of pixels in the given image.

which leads to significant changes in cipher textl a
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Step 2. The whole image in scanned in a sequent@ver or any small fragment or region of encrypted

order, such as row-by-row, from top to bottom. Theover will not be possible.

range of grayscale value of pixels between 175

(including 175) and 254(including 254) is incremeght « Encryption Key alone. When receiver has

by "1", i.e., perturbing the range of the histgr encryption key alone and encrypted cover containing

[175 254] to the right-hand side by 1 unit and legv hidden secret message, then only the decryptidheof

the grayscale value 175 empty. cover alone is possible. The extraction of hidden
secret message or any fragment of hidden secret

Step 3.Hide the secret data into the grayscaleevalu message is not possible.

174 and 175.
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2001 security of proposed method. An efficient RDH

0 | method should resist all kind of known attacks #sd

0 50 100 150 200 20 encryption quality should be high.Inorder to enteanc
security the key size must be large, even a small

_ _ _ o _ change in key should make large difference in dutpu

Fig. 3. Histogram with minimum and maximumso that its resistance to attack will be strongueal

points security analysis is explained here.

 Both Data hiding and Encryption Keys: When the
histogram of cover image receiver has both keys, then both the cover image a
7 hidden data can be retrieved. Hence the conditfon o
separability also satisfied.

=]

=]

3. SECURITY ANALYSIS

=]

The security analysis is carried out to ensure the

=]

This method does not have much space for hidingjl Key Space Analysis

data. So when the size of secret data to be embeside

more the modified approach is used. The modifiedthe key used for encryption of the proposed image

approach has more embedding capacity. The modifieshcryption algorithm consists of five parts, i.e, m,

approach is as follows: a, Z and X. First four parts represents fractiort fix
double precision float number of 52-bit length dhe

Step 1. Find out one maximum point which is lodatio last part X stores eight initial coefficients fasund

of 174 and two minimum points which are location of keys generation, each of which contains six bifs [1

247 and 23. Encryption key size of the proposed method is 0k52
4 + 8 x 6 = 256-bit length. As cipher key size

Step 2.The location information is stored in looati increases it has a strong resistance to brute-force

map in order to recover original images. The larati attacks.

information of the pixels consists of maximum pgint

left minimum point, and right minimum point. 3.2 Histogram Analysis

Step 3. Embedding space is generated by shiftiag tlThe histogram analysis of cipher text image is ohe
pixels that are located in histogram between lethe simplest methods to ensure the image encryption
minimum point and left side of the maximum pointquality. Uniformly-distributed histogram for a cigh
(pixel value of 174) one pixel left. text image implies that encryption method is effitti

Since it encrypts a plaintext image to random-itkse
Step 4. Hide the secret data into the grayscaléeval resistance to attacks is strong.
172 and 173 or 175 and 176.

histogram of encrypted image

2. 4 Data Extraction & Image Recovery

When the receiver has, 200 |
» Data Hiding Key alone: When receiver has only N . ; |||
data hiding key alone and encrypted cover contginin

hidden secret message, then extraction of hidden

information alone is possible. Decryption of endegp Fig. 4. Histogram of encrypted image
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3.3 Key Sensitivity Analysis '-u m = :"

This analysis shows that even a slight change én th

key will result in some large changes in the cipher The PSNR = 41.45
text. This makes the cryptosystem resistant to
statistical or differential attacks. A security anked |E

cipher should be sensitive to the encryption kegy K :
sensitivity has two aspects: Fig. 6. PSNR

Encryption: Consider two encryption keys K1 and3.6 NPCR

K2 which differs by only 1 bit. With respect to the

same plaintext image how different are two ciplestt NPCR (number of changing pixel rate) concentrates

image C1 and C2 using K1 and K2. on the absolute number of pixels which changes
values in differential attacks [1].

Decryption: Consider two encryption keys K1 and K2

which differs by only 1 bit. With respect to thensza B Fourer [F=BE= =
plaintext image how different are two decrypted gma kst oy wm:w i x
D1 and D2 using K1 and K2. dods B[RS UBRA- 2 0E =0
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Fﬁgwel iﬂ@

File Edit View Inset Tools Desktop Window Help

Dadse|h|RAO9EH- 3 08| 0D

L C. €G!

encrypted image 1.C, encrypted image2 -C.

D3 |D3-DZ|

Fig. 7. NPCR

4. CONCLUSION

This work proposes a novel algorithm for enhanced
image security with reversible data hiding in a
separable manner. The algorithm has mainly fow lik
image encryption, data hiding, data extraction and
) _ image recovery phases. The proposed image
The entropy fqr a encrypted image with 256 gra¥ncryption method adopts a 2D logistic map
levels, should ideally be(X) = 8. If the entropy is permytation-substitution network structure with goo
less than 8, then it threatens the system sedlli#yto  onfusion and diffusion properties instead of 1D
the existence qf certain dggree of predictabilitiie approach [1]. This increases the image encryption
proposed algorithm is has its entropy much clasé@.t gyality. Instead of directly embedding data intpher
This means that leakage of information in thgeyt image this method encrypts the data by meéns o
encryption process is negligible and the cryptasyst Agg algorithm for ensuring double layer securitiieT
is resistant to entropy attack [1] cipher text image obtained from the proposed image
cipher has strong resistance to all known attacks.

35PSNR Simulation results of using several security arialys

) ) o ) methods like the conventional histogram analyséy, k
Peak Signal to Noise Ratio is thatio between the gpace analysis, the key sensitivity analysis, the
maximum possible power of a signal and the power ghformation entropy test, shows the effectiveness,
[3]. algorithm[1].

Fig. 5. Key Sensitivity Analysis

3.4 Information Entropy Analysis:
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